the use of ICTs in communication flows in the DRM. As a result, the text evidences an asymmetry in the operationalization of these technologies in the DRM, as well as the need to consider the cognitive aspects inherent to the meaning, dimension and direction of the flow of communication of the risks in the application and improvement of the ICTs in the DRM.
disaster risk management models
Reducing the impacts of social-environmental disasters involves understanding the complexity of relationships between society and nature. For the reduction of the complexity of disasters to occur, it is necessary to understand how the stages of a disaster are related within the different approaches .This understanding can be enhanced through the use of DRM models, because according to Kelly (1998) , models can: 1) simplify complex events; 2) make it possible to compare the real situation with a theoretical model; 3) make it possible to quantify the events of disasters; 4) to establish a common basis of understanding for all actors involved (ASGHAR; ALAHAKOON; CHURILOV, 2006) . It is possible to classify disaster management models from the notion of sequence (CARR, 1932) that the steps establish, evidenced by two main categories of temporal interaction models: a) rectilinear: an approach that does not link stages such as processes; b) circular: an approach that allows to understand disasters as processes. Other models, with an understanding of disasters as processes, address the temporal interaction in spiral models, in order to show that the resilience conditions are never equal in the same point of the previous cycle (FORESTI, 2015) .
The rectilinear models of DRM are based on the Prigoginian view of temporality, that is, aspire to break the equivalence between before and after in a linear approach of time .The time approach proposed by Prigogine has three foundations (RICE, 2007; CARVALHO, 2015) : 1) irreversibility: temporality implies the impossibility of returning to the initial conditions; 2) asymmetry, that is, the difference between past and future, which means a non-repetitive and mechanistic perception of nature; 3) unidirectionality, that is, direction from the past to the future, which results in the use of the term "arrow of time" (GOULD, 1987; RICE, 2007; CARVALHO, 2015) . From the notion of time arrow, the misconceptions of rectilinear management models become evident, since they disregard that the same conditions of vulnerability in the past may occur in the future (unidirectionality, irreversibility and asymmetry), as well as the phases of disaster management that occur during the phenomena. Management models are based on different forms of understanding and representation of time. Thus, if on the one hand the linear time models used by traditional management models were introduced from a notion of linear time of Christianity, on the other hand, the circular models of DRM use a notion of mythical circular time (GOULD, 1987; ALEXANDER, 2000; BARROS, 2013) . Therefore, circular models can be considered to be based on non-rectilinear time processes, and instead of dividing the DRM into two phases, these circular models propose 4 or more phases arranged in a circular pattern. This approach allows us to understand disasters as integrated processes, in which the stages that occur in the pre-disaster period (Time 1) influence and are linked to the post-disaster period (Time 2).
This notion of sequence, proposed by the circular models, allows understanding the interfaces that are established between the different management stages ( Figure 01 ). In addition, it admits that the same conditions of vulnerability of the past may be present in the future. That is, these models support the existence of a "continuity principle" in which a greater vulnerability in Time 1 could have a greater impact on Time 2 (OMER, ALON, 1994; BUTZKE, 2001) . When considering that the recovery of an event can lead to the occurrence of other events and that, therefore, disasters tend to exist in a continuous process, the circular approach becomes more relevant to the rectilinear approach. The operationalization of the circular model can be exemplified and contextualized, in the national scenario, through the structuring of Civil Defense of Brazil, which comprises the stages as "a continuous, integrated, permanent and interdependent process" (MIN; SEDEC; DPP, 2017; p. 22).
Figure 01: circular drM models and stages interfaces.
Source: Adapted from Alexander (2000) and Coppola (2011). In the last 10 years, DRM models have been guided by the principles adopted by the Hyogo Framework for Action (2005) (2006) (2007) (2008) (2009) (2010) (2011) (2012) (2013) (2014) (2015) . During this period, there was an acceleration in the formulation and implementation of models that focus only on the natural aspects of social-environmental disasters. These measures are often complemented with several actions, which include awareness campaigns, risk assessments and early warning systems. At national, regional and local levels, most countries have developed legislation, policies, programs and projects to address the growing threat of disasters for humanity. However, these initiatives have been uneven (BRICENO, 2015) . Despite the efforts of the Hyogo Conference, DRM still focuses on the response and reconstruction phases, failing to effectively address the vulnerability reduction, which is the main component through which risks can be mitigated.
It is possible to understand the impasses of disaster risk management through the subsidies established by the Sendai Framework. After all, the main guidelines that guide DRM in the period 2015-2030 are compiled and disseminated in the Sendai Framework. Accordingly, the Sendai Framework for Action is based on four priorities: 1) understanding the disaster risk; 2) strengthening disaster risk governance for resilience; 3) investment in disaster risk reduction for resilience; 4) improved disaster preparedness to provide an effective and Better Rebuild response in recovery, rehabilitation and reconstruction (UN, 2015) . From these four priorities, it is possible to better calibrate the social-environmental disaster management models based on the Sendai Framework ( Figure 02 ). 
use of icts in drM
From the contributions of the Sendai Framework for Action, it is possible to realize that while some priorities of action described in the protocol occur at all stages, such as priorities 01 and 02, other priorities focus on specific phases. With regard to the use of ICTs in disaster management innovation, the Sendai Framework is emphatic in emphasizing the importance of these technologies in understanding the risks. According to the protocol, this understanding is important to "perform collection, analysis, management and use of relevant data and practical information. Ensure its dissemination, taking into account the needs of different categories of users" (UN, 2015, p. 9) . Through the information and communication management, highlighted in Sendai, it is possible to understand the risks and effect the DRM. That is, making information on disasters widely available and accessible (UN, 2015) .
In this sense, we highlight the intensive use of ICTs to "promote real-time access to reliable data, make use of space and information...and use ICTs innovations to improve the measurement tools and the collection, analysis and dissemination of data" (UN, 2015, p. 9) . The use and exponential advancement of ICTs not only delineates promising possibilities for the effective use of information resources for DRM but can also contribute to reducing the intensity, frequency and severity of disasters. The challenge is to capitalize on this potential of ICTs to reduce the impact of disasters and enable the construction of resilient communities (ASIMAKOPOULOU; BESSIS, 2010). In order to overcome this challenge, it is fundamental to understand what ICTs are used and how these technologies operate in the phases of DRM and in emergency notification systems (ARCE; CÓRDOBA, 2012; CROWE, 2012, p. 148) .
With the recent advances in information and communication systems, the lack of information is no longer a central problem. The great question is the management of this information, translating it into knowledge for decision-making and dissemination (ASIMAKOPOULOU; BESSIS, 2010). There is a huge variety of ICTs that can be used in the flow of communication in disaster management, categorized into different terminologies and specifics such as telecommunication technologies, space technologies and other computer-based technologies (SAGUN, BOUCHLAGHEM, ANUMBA 2009). Given this scenario, the knowledge about how these technologies operate is critical, since misuse of a technology, rather than improving management, can obstruct communication processes and increase the impacts of disasters.
The ICTs used in the DRM can vary according to three factors involved in the process: 1) nature of the risks of disasters: biological, technological, social-environmental; 2) scale of risk management: global, regional, local; 3) models and phases of management: circular or rectilinear, pre-disaster, trans-disaster, post-disaster. Therefore, in order to apply a given ICT in the DRM, one must understand both the scale of the management model and the nature of the disasters, as well as the model and stages of the DRM process. From this understanding, it is possible to determine and implement appropriate ICTs for each model and stage of the management process. In the case of the model based on the Sendai Framework, it is possible to visualize the operationalization of ICTs through action priorities (Table 01 ).
table 01: action priorities of the sendai Framework in the management phases.
Source: Prepared by the authors from the Sendai Framework (UN, 2015) From these priorities of action, it is possible to highlight three particularities of the phases of the management model based on the Sendai Framework: 1) Pre-disaster: need for investment to improve community resilience through structural and non-structural mitigation measures; 2) Trans-disaster: apply pre-disaster response and recovery exercises, including evacuation exercises, training and establishment of support systems for specific areas, in order to ensure a rapid and effective response to disasters and related displacements; 3) Post-disaster: seize opportunities to rebuild better, so as to avoid creating new risks and reducing existing ones (UN, 2015) .In addition to these particularities, the Sendai Framework is emphatic in highlighting the importance of ICTs to manage information in all phases of management through action priority 01.
However, there is an asymmetry in the use of ICTs in the different phases of management. That is, while one technology may be more suitable for the pre-disaster phase, another may be more appropriate in the trans-disaster phase. This asymmetry occurs due to differences in the central structures of the technological mechanisms adopted (CT or IT). Although rigid architecture (television and radio) ICTs contribute to all phases of DRM, they are most commonly used in the pre-disaster phase because there is more time to work on the information before communicating it to its users. On the other hand, open architecture mechanisms (social networks and mobile applications) can be more used in the trans and post disaster phases, as they allow users themselves to share and produce information.
With regard to the operationalization of ICTs in the different phases of management, it is possible to illustrate the types and asymmetries of use by means of the following differentiation (Table 02) : Source: prepared by the authors. a) Social networks (Facebook, Twitter, WhatsApp, Skype, YouTube) are networks created in the Internet environment that allow interaction and sharing of information by people with common interests (LINDSAY, 2011, LIMA, BARBOSA and FANTATO, 2012) , the use of social networks in DRM can be perceived in two moments: 1) trans-disaster: used to disseminate information and receive feedback from users through messages received, sent and shared. That is how most emergency management organizations are using social media, including the Federal Emergency Management Agency (FEMA); 2) post-disaster: use of media to receive requests for assistance, monitor users' activities, and use uploaded information to create estimates of damage. Due to the speculative nature, this second form is little used and organizations are limited only to divulging and receiving information on social networks (LINDSAY, 2011 , REGINALDO et al., 2013 , UN, 2014 . b) Geographic Information System (GIS): understood as a "computer-assisted system for the acquisition, storage, analysis and visualization of geographic data" (FITZ, 2008, p.23) . The use of these technologies enables a comprehensive mapping of disaster risks, to better support decision-making and to improve coordination between agencies (UN, 2014); it is used in all phases of management; c) Remote Sensing: refers to the process of obtaining information from sensors mounted on satellites or aircraft, allowing the mapping of disaster risks, widely used in all phases of management (SAUSEN; LACRUZ, 2015); d) Alert Systems: These are procedures (carried out by various instruments) through which information about foreseeable threats is collected and analyzed to alert the vulnerable population before a potentially destructive event (MARTÍNEZ, 2007) . An example of successful Warning System is what is established in Japan because it makes it possible to predict, plan and respond in advance to tsunami impacts in the region. This system has approximately 650 seismic stations of high sensitivity, which allow to accurately estimate and predict the occurrence of tsunamis (ARCE and CÓRDOBA, 2012), essential in the trans-disaster period; e) Mobile Apps: Apps can be defined as "software applications designed to run on mobile operating systems" (SUNG, 2011, p. 03) , and are widely used in the trans-and post--disaster period (GÓMEZ et al., 2013) . In analyzing 250 emergency applications available in the Google Play database, Gómez (2013) identifies five groups of users: victims (59%), rescue workers (14%), rescue volunteers (14%), witnesses 7%), and public in general not affected by emergencies (6%). Among the applications, the global application Disaster Alert (developed by the Pacific Disaster Center), the Japanese application Yurekuru Call (widely used in earthquake alerts), and the Brazilian applications AlertaBLU and AlertaRIO (used in the cities of Blumenau and Rio de Janeiro respectively). f) Radio and Television: widely used in all phases of DRM (UN, 2010), with high effectiveness for places and people with difficulty accessing technology. Despite being more efficient in the pre-and post-disaster period, radio is also efficient in trans-disasters because it is able to maintain communication in areas impacted by disasters that do not have electricity, and is recommended in emergency kits (Disaster Preparedness Tokyo). g) Amateur radio: it has the quality to function when all other means of communication collapse due to the impacts of disasters; in this sense they are highly effective in the trans-disaster period (UNDP-APDIP, 2007 , UN, 2014 . The simple structure and equipment of amateur radios make them more independent from energy and internet infrastructures. This quality of operation, when all other means of communication collapsed, became evident during the Indian Ocean tsunami in 2004 (UN, 2014) , and in the disasters that occurred in 2008 in Santa Catarina (CARDOSO et al., 2014) . h) Mobile telephony and text messages (Simple Message Service -SMS): mobile telephony has potential in the trans and post-disaster phases, as well as an early warning can be used to organize recovery efforts in coordination with those (UNDP-APDIP, 2007, UN, 2014), on the other hand, SMS are important mainly in the trans-disaster period, since they provide a high capacity of messages without jamming communication.
In addition to the disaster management phase, management levels and the scale of disasters are other factors that determine how ICTs are used. A flood at local level requires a specific type of technology, while a flood at regional level has another technological demand. This multilevel feature requires reflection on what the levels of disaster management are and how these levels interact in the different phases of DRM. It must be understood that disaster risk is manifested and perceived in different ways, according to the scope and approach of risk management. According to Cardona (2006, p. 1) , "various planning agencies dealing with the economy, environment, housing, infrastructure, agriculture, to mention only a few relevant areas, must be aware of the risks that each sector faces".
It is possible to highlight three factors that vary according to the level of management: 1) Disaster risk resolution: according to a comparison between EM-DAT (global) and S2ID (Brazilian) databases (LUDWIG; MATTEDI , 2016), we can see that the risk is more detailed in the micro scale, because details are lost as they are worked on a macro scale; 2) decisions: decision making as well as information needs in each level are different; 3) social actors and stakeholders. This means that appropriate communication and information tools are needed at management levels in order to make it possible to understand the problem and guide the decision-making process. There are several classifications on the types and scales of different levels of DRM approach. In Brazil, these levels are determined by the National Policy on Protection and Civil Defense (PNPDEC), which provides for the National System of Civil Protection and Defense (BRASIL, 2012) . PNPDEC covers the phases of prevention, mitigation, preparedness, response and recovery focused on civil protection and defense.
Regarding the levels of management, PNPDEC includes four levels: 1) National Level: through the National Civil Protection Council (CONPDEC) and a central body defined by the Executive Branch; 2) Regional level: through regional civil protection bodies; 3) State Level: through state civil protection agencies; 4) Municipal level: through municipal civil protection agencies .Among the changes undergone by the structure of the National Civil Protection System, we can notice mainly the withdrawal of regional bodies in 2010, and the lack of state and municipal bodies in 1988. In addition to defining these four levels, the PNPDEC defines the competences of the three federated entities: a) Union: issue rules for implementation and execution of PNPDEC; b) States: to execute the PNPDEC in its territorial scope; 3) Municipalities: implement the PNPDEC at the local level.
risk communication flows
Since the adoption of the Hyogo Framework in 2005, several countries have made significant progress in DRM. Both in disaster risk reduction at the local and national le-vels, and at the regional and global levels (SHI; KASPERSON, 2015) . Beginning in 2015, with the implementation of the Sendai Framework, new guidelines have emerged with regard to levels of disaster management. The need to address management at different levels is highlighted by the Sendai Framework, because "while disaster risk factors may be local, national, regional or global, disaster risks have local and specific characteristics that must be understood to determine disaster risk reduction measures" (UN, 2015, p. 88) .The importance of intra and intersectoral coordination mechanisms at all levels is another aspect emphasized in Sendai, which also requires a clear articulation of the responsibilities of each of the stakeholders.
It is possible to highlight four levels of management presented by the Sendai Conference: 1) local; 2) national; 3) regional; 4) global. However, the Sendai Framework was explicit in highlighting the importance of the global level through seven global goals, with which it is possible to support the assessment of global progress in achieving the outcome and the objective of this framework (UN, 2015) . According to the Sendai Framework, to achieve understanding of disaster risk, the media should:
... take an active and inclusive role at the local, national, regional and global levels, contributing to public awareness and understanding, and disseminating accurate and non-confidential information on the risk of disasters, hazards and disasters, including small-scale disasters, in an easy to understand, simple, transparent and accessible way, in close cooperation with the national authorities (UN, 2015, p. 20) .
Given the existing operating systems in the DRM, it is possible to subdivide the communication flows of each level into four channels: 1) organization: occurs within each participating organization of the DRM; 2) between organizations: carried out between the organizations involved; 3) between people: between different types of ICTs users (volunteers and management professionals, victims, witnesses); 4) people to organizations and vice versa: on the one hand the flow of communication of risks can occur from people to organizations, on the other hand, it can also come from organizations from different sectors to people (SAGUN, BOUCHLAGHEM, ANUMBA 2009). To minimize social, environmental and economic impacts, DRM involves multiple organizations to collect, analyze, and communicate data and information that supports decision making. In this way, each organization involved in the risk management process has an internal flow of production, processing and communication of information about disasters.
In addition to the flow of communication of risks in the inter-and intra-organizational context, which makes it possible to advance in the discussion about how organizations share information and knowledge, two other channels of communication are fundamental for DRM: a) channel that establishes from user to user: In this channel the communication flow depends on the type of ICTs user and its relationship with the disasters, this understanding allows to improve the technologies according to the peculiarities of the different types of users; b) flow of communication between users and organizations: in this channel the interactive and multidirectional process of communication flow may vary according to the type of ICT user and their relationship with the different organizations involved in risk management.
Considering that the collection, processing and sharing of information determine the flow of resources to the affected areas, communication becomes, therefore, a central issue in DRM (DAY; JUNGLAS; SILVA, 2009). However, promoting communication at different levels and between different sectors is a complex task. Depending on the flow of communication between the different levels, an impacted area can receive very little or no resource. This scenario is evident in the Red Cross director's statement: "If you do not communicate your needs effectively then whoever is sending you the resources will continue to send you the resources and after a while you will be caught saying 'do not send any more !' "(apud. DAY; JUNGLAS; SILVA, 2009, p. 644) . In other words, the flaws in risk communication flows can cause more damage to local development, jeopardizing its recovery, sending little or more resource than necessary.
If the failures do not occur and the impacted region can reestablish its development, the role of institutions at the different levels must be well defined. For this, the DRM requires the existence of organizational and institutional systems and structures that represent these levels and gather different roles in established and agreed coordination modalities (NARVÁEZ; LAVELL; ORTEGA, 2009). Five aspects are relevant to making the flow of risk communication effective: 1) the different phases of the management model, which will indicate the most appropriate technological artifacts to manage and communicate the available information; 2) the different users who use these artifacts: victims, researchers, witnesses, volunteers, professionals; 3) technological artifacts of information and communication; 4) different levels of management, which change the role and approaches of institutions in management; 5) scale and impact of disasters.
In this context, risk communication plays a central role in DRM. Studies on the importance of risk communication began in the United States in the 1980s (VICTOR, 2014) . The classic definition points out that risk communication is " an interactive process of exchange of information and opinions between individuals, groups and institutions" (VICTOR, 2014, p. 185) . This definition allows to extend the understanding of risk communication to a process beyond the mere transmission of information. Effective risk communication should be based on transparency and reliability, in order to avoid techniques of information manipulation, as well as to seek an interactive process based on the horizontality and multidirectionality of communication, which allows overcoming the superficial polarization between the active transmitter and the passive receiver.
The asymmetry in the operationalization of the analyzed ICTs makes it evident that the processes of risk communication have more resources in the trans-and post--disaster period. However, the flow of risk communication is an ongoing process and plays a crucial role in all stages of DRM (GIROUX et al., 2009; VICTOR, 2014) . Therefore, it should not be understood as a final process. Communication flows are essential both in the identification of risk in the mitigation and prevention phases, as well as in the response and reconstruction phases. Given the importance of risk communication in DRM, countries and international organizations should review and strengthen information and According to Reginaldo et al. (2013) , greater emphasis should be placed on the conversion of information into knowledge that assists in decision-making and directing information to different groups of users. Although many forms of ICTs are already being introduced and developed for this purpose (SAGUN, BOUCHLAGHEM; ANUMBA, 2009), caution must be taken so that the problem of coordination and communication is not only associated with technological failures. In many cases, the breakdown in communication is not a product of a shortage of equipment or technological disabilities, but of problems with the contents of information.
By encompassing multiple and complex phenomena, risk communication flows in the DRM may have three cognitive characteristics: 1) multidimensional: production and diffusion of information of an economic, social, political, cultural and environmental nature; 2) multisignificant: the sense of knowledge obtained in the conversion of information varies according to the users, organizations and ICTs involved in the process; 3) multidirectional: the communication flow takes different directions according to the actors, levels, organizations and sectors involved (Figure 03) . To get the right information, in the right amount, at the right time, from the right place, to the right person and organization (POPP et al., 2004) , these three cognitive characteristics must be analyzed. These considerations make it possible to improve the performance of ICTs in DRM, since they allow the design and operation of ICTs in conjunction with existing organizational and operational systems (DANTAS, SEVILLE, 2006) .
-Final considerations
Information is one of the most important resources in DRM communication flows, as it is found and produced by each person, place, and organization. For this reason, risk communication flows can be considered as the basis for decision-making in the DRM. Guiding the way information is communicated between users (victims, volunteers, professionals, researchers, citizens) and organizations (public and private) before, during and after a disaster can lead to new and good practices of DRM. To this end, the operationalization of ICTs in the DRM must be developed and considered from the cognitive characteristics of the communication flow (multidimensional, multidirectional and multisignified aspects). On the other hand, the application of ICTs in the DRM, based on the omission of these characteristics of communication flows, can jeopardize the reconstruction of the impacted region, with a view to "better reconstruction". To improve the use of ICTs in risk communication flows, it is necessary to understand that the more complex the risk, the greater the amount of information that must be collected, addressed and disseminated at all stages by different ICTs.
The analysis of the operationalization of ICTs in the DRM indicates that most technologies are concentrated in the trans-and post-disaster period. More precisely, most ICTs are designed to support response and reconstruction processes, but there is little technology to mitigate and prevent increased vulnerability before disaster strikes. Therefore, there is a need to develop and exploit the use of ICTs capable of operating efficiently in the pre-disaster period. Another aspect that should be considered is the compatibility between the various technologies and between the different DRM actors. As seen, the flow of risk communication will vary according to the type of actor and his or her relationship with disasters. Thus, for cooperation to take place, it is necessary to involve, broaden, encourage and increase the discussion about the role of the different DRM actors in the production and dissemination of knowledge.
Finally, there is no way to talk about DRM without information and knowledge about the nature, impact and outcome of disasters. This means that the DRM also involves the collection, storage and dissemination of disaster-related information. In this scenario, the DRM is also the management of information and risk communication, being fundamental the conversion of the information in knowledge to create models on the dynamics of the nature and the human activity -in which ICTs constitute the necessary connection between the information generated by an event, in all multidimensions, meanings and directions, and the understanding and communication of this information to users and decision makers.
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